HELIX

Breakthrough Wide Area Networking

Next-generation networking platform that uses a unique method of data transmission
over the public Internet




NEW TECHNOLOGIES ARE NEEDED FOR WAN PROGRESS

Wide area networks must jump over several growing hurdles
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Failure to jump over the hurdles is resulting in
significant security, performancé‘--,\ cost, and
complexity challenges for “bperators and

subscribers.
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However, today’s MPLS and SD-WAN solutions fall short due to
their use of legacy protocols
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HELIX IS A VALIDATED NEW SOLUTION TO ENABLE WAN TO LEAPFROG H/URDLES

Traditional Solutions
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Transform enterprise network into secure Autonomou System

Harden network by design against DDOS attacks
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INTEGRATED INNOVATION

Leapfrog technology generations limitations

- ~2000 ~2014 4“ 2021

B¢ I I T

Internet access Dedicated internet Dedicated private L3 Public Internet Private L2 network
access telco circuit through public Internet
Not expensive ($) Expensive ($$$%) Expensive ($$$9) Cheaper MPLS ($$9%) Cheaper DIA/MPLS/SD-WAN ($$)
Legacy TCP/IP Legacy TCP/IP technologies Legacy TCP/IP Legacy TCP/IP, BGP Breakthrough MSTNT technologies
technologies Point to Point Connectivity technologies technologies Multi-point Connectivity
No hardware lock-in Complex data transmission Point to Point Connectivity Point to Point Connectivity Dynamic QoS
Average Staffing Burdens methods, complex Hardware lock-in Deployment less complex than Secure monolithic channel
equipment Hi Staffing Burdens MPLS between network resources
No hardware lock-in QoS and Security are Add-Ons Reduced network congestion
Average Staffing Burdens Hardware lock-in

Improved bandwidth efficiency
No hardware lock-in
Low staff burden

Hi Staffing Burdens

Legend

IA — Direct Internet Access SD-WAN — Software Defined Wide Area
DIA — Dedicated Internet Access Networking

MPLS — Multiprotocol Label Switching MSTN — Multi-Service Tunneling Network

™
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HELIX PROPRIETARY ENGINEERING

HELIX transforms the network from an expensive, fixed asset infrastructure to a secure corporate service

Centralized Governance Hardware Freedom Ready Global Network Isolated Autonomous System

NEW fragmentation algorithm Private, Non-Trace Routing Kernel-to-Kernel Transport Multi-channel Tunneling
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HELIX NETWORK - SIMPLE AND RELIABLE

HeliX WAN connections are as simple and reliable as conventional patchcord

Most reliable connection - patchcord
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Virtual patchcord / HeliX L2 tunnel
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HELIX allows familiar LAN
networks to expand to a
worldwide scale.

Global connections created
on top of the public Internet
are comparable to wired
patchcord in terms  of
reliability and ease of use.
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EASY AND FAST DEPLOYMENT OF THE HELIX NETWORK

Multi-platform software for subscriber terminals.

Unified subscriber terminal operates with

WAN 3 WAN 4 several communication channels. In
LTE -1 WiFi WiFi LTE-2

summation mode, redundancy (hot/cold) and
is capable of transmitting six independent L2
segments.

Creates six L2 tunnels for different types of
traffic:

L2-1- Corporate data,
L2-2 - VOIP voice traffic,
L2-3 - Video surveillance system,

L2-4 - Demilitarized Zone,

L2-5 - Internet,

L2-6 - Reserve L2 channel (radio communication,
ATM, payment terminals or an additional set of

* Six independent L2 segments. VLANS)

™
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COMMERCIALIZATION MODELS

HeliX Autonomous System is a unique software-defined networking platform for building secure, distributed corporate

networks of any scale.

Corporate network . )
—————————————————————————————————— Regional Office

Atttk ittt ittt fatntne il
— = = S o 11
—1 | — —1 Apps :
=lRI=1= —cs | [ [ ][ .
| = | (ecocoae . HELIX TX I
AAA Application Database IP PBX \ H = ” J — ‘L H — H ” H :
server server server . ’ oo
HELIX Cloud

Central
Collector

Management & Mobile Device
monitoring server Gateway

An example of a global corporate network based on HELIX services.
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1) HELIX VSAS For All
Virtual Subscriber Autonomous System

Modular single-tenancy service environment for
small and medium-sized enterprises with a
distributed network infrastructure on a monthly
subscription basis.

2) HELIX NAS For F50, FinServ, Govt
Named Autonomous System

Dedicated single-tenancy service environment for
organizations and enterprises operating their own
closed, fully-controlled networks.

3) HELIX OSAS For Operators
Operator Subscriber Autonomous System

Modular multi-tenancy service environment for
telecom operators, including modular solutions for
network optimization and software for subscriber
terminals.
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ECONOMIC EFFECT

Significant reduction in network maintenance costs

1. Bandwidth (¢ ______ 0 —)($0

utilization.
555 s Cost
- 22&;?:&: costs. (OO0 _® —> Soo o) (¢ Operation Up to 30%

Networks v

3. Reduced staffing “‘ _) ‘
levels. )
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HELIX CONNECTION ANYWHERE IN THE WORLD

HELIX™ World Coverage Map

O HELIX"

HELIX's global
networking platform
provides access to
internal and cloud
resources and
services for all users
at work, at home,
and on the go from
anywhere in the
world.
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© HELIX

HELIX Reference Appendix

lllustrative Schematics/Application Use Cases




HELIX is a powerful proprietary multi-platform tunnel operating technology )
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(PCM)

// I
S N\
/

Comprehensive hetwork tunnel
operating system
\ A\

\

Multiple tunnel %nfig\urahon and
dynamic traffic management

/
Real-time network management and
monitoring

Cryptographic tools

Integrated testing

Natively mobile-enabled

Range of edge device form factors

Edge hardware
independence/Vendor unlocking

Patent-pending
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Safety on a design level.

HELIX AS eliminates the possibility of DDOS attacks and provides a new level of security quality. A
| /
TRADITIONAL IP PACKET HELIX MSTN PACKET L
aonn | % LoD 1. HELIX has a proprietary packet fragmentation
) 1] e | o— a—.) Kl ity e QO
S wa— R — algorithm for maximum data transfer efficiency -
and additional security.

2. By creating a monolithic channel between

network resources and using its own network
indexes, HELIX provides protection against IP-
P —e— based network attacks.
@ WAN channel 1 ':' @@@
Helix router mamez. . @ © © @ Heli router 3. By using round robin packets and mixed
WAN channel 3 @ @ @ @

sequencing across multiple sub-channels, HELIX
makes it quite impossible to intercept data packet
traffic.

WAN channel 2

Data interception

WOOO

$ WAN channel 1 g
HeliX router $ HeliX router

@ WAN channel 3 @

Intercepted packets - QOO O QWO @O @O @ Data integrity has been compromised. Interception failed.

™
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Unique transport design.

HELIX can use logical sub-channels to reduce packet loss

packet packet packet
dropped dropped dropped Without HELIX™ With HELIX™
NO LOSS
/ AN
- L OOOOOOGOOD
/ subchannel 1 @ X YooK XoXoR \\
/ I SRS ARSI A= !
/ 1 i i 3
HeliX router \sschannet 3 {7 @) '. & ® .’ o @ .‘ / HeliX router Totltansmited: 209,955, recenved: 2093245
\\ //
/
LOSS 33% Need a repeat . YNOV.VN SEUNIEDY SO WUV S Sl WISV AU AU WO AP WO T 17 S
Standard technology SH0 cuon cun 0300 out0 0500 0600 070 0900 090 100 100 1200 1300 1400 1500 1600 70 1800 1900 2000 2100 2260 2300 LD IS o oo onen outn 0500 0500 0700 088 onn 1000 1105 1300 1300 1400 1500 1600 170 1800 1500 2000 Tr00 2200 2300 LD
L lolo]l Jolo] Tolo )
_ o \
SCANY NONON NONCK NONON >- Delay 53-54 ms Max Loss 14.0% Delay 53-54 ms Max Loss 1.7%
Standard Standard
router WAN channel router

Any subchannel (separately for tx and rx) can be defined as a Hot Backup slave. A data packet transmitted through such
subchannel will be cloned and simultaneously transmitted through Hot Backup slave subchannel. The receiving side will
process the first received packet. The other copies will be ignored.

Even when using a loss communication channel, MSTNT technology can significantly improve communication quality:
remove losses and minimize jitter.

™
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Combining multiple channels: HELIX provides bandwidth summation.

HELIX combines several communication channels in "summation" mode.

ISP1 10Mbs

C— >

ISP 2 10Mbs

ISP3 20Mbs l,:

ISP 4 60Mbs

—— >

ISP 1 10Mbs E
ISP 2 10Mbs E
ISP 3 20Mbsrl:

ISP 4 60Mbs E

e Built-in packet sequence recovery and jitter equalization mechanisms.

HELIX
solution

Standard
solution

Max stream 100Mbs

Max stream 60Mbs

ISP1 10Mbs
ISP 2 10Mbs
ISP 3 20Mbs

_O_b
__.L>

II1J
||4>
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ISP 1 10Mbs E

ISP 2 10Mbs

ISP 3 20Mbs E

C

ISP

||4>

60Mbs p
__.L>

HELIX
solution

Standard
solution

- 60%

Max stream 4OM> '

- 80%

« Complete summation by adding the bandwidth of different channels (fiber, broadband, LTE, etc.) into a
monolithic data channel.

* Increased efficiency of bandwidth utilization by creating monolithic streams.

@ HELIX"
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[ search

Basic tunnel settings

.|\|

All tuns |

Reflash

Create |

Create

H Delete ‘

Delete |

Device: RB962UiGS-5HacT2HnT
SM: BECBOASFC4B3/923/US
MAC: 74:4D:28:CA:84:05

US:DB:FF:SRN:

4| Status

102

Description

Office - New City, NY

Office - West New York, NJ

US:DB:FF:SRN:

103

Tech Deparment - West New York, N

Name

sn_test101

US:DB:FF:SRN| | og for the tunnel sn_test103(16103): Tech Deparment - West New York, NJ -x
US:DB:FF:SRN| For all(] [Events fiiter ¥| | Remove Interval:| 04/03/202 = 04/03/2024@\\ S
US:DB:FF:SRN{| 1D Tunnel ID Date and time Event Information
US:DB:FF:SRN| | 941293 16103 2020-03-04 10:27:36 | SUB_CHAN_DOWN Sub-channel 0 - OFFLine
US:DB:FF:SRi| | 911298| 16103 | 2020-03-04 10:27:36 SUB_CHAN_UP Sub-channel 0 - OnLine
US:DB:FRioRN| |78 10103 [ 20200370 posfinterfaces information, Device model "Mikrotik hAP ac(RB962UIGS-SHacT2HNT)" ax
e i|o41323| 16103  [202003-0 — —
‘ Only ports  ~| only active: [
| create
Port | Purpose If-name Status Ips Rx speed Rx pps Tx speed Tx pps
Number 1 Wanl ethopl Up - 1000baseT | 102,168.88.244/24 45.66 32 78.96 25
[ ] 2 FREE ethop2 Down 0.00 [ 0.00 ]
Loading[v] Traffic| | Quality[v] Sub-channel:; El 2.1 ethop3 Down 0.00 0 0.00 0
25k 4 2.2 &thop4 Down 0.00 [ 0.00 ]
5 | Edit data for the tunnsl sn_test109(16109). Device model "Mikrotik hEX lite(RE750r2)". Migration for sn_test_supd{15000) - x
20k A O only collector []
F
gisk 101 | wisiting for resdy stats of the device .. Ok
= { | Establishing cannectian to the calectar ... Ok WiFi scan, interface: wlan1. ax
= Checking 2 task parameters for the callactor ... Ok
T 10k Running the target task =
H Connerting o the emots deice v 534 protocl . O AP mac P’ SSID. Chan |signal Encryption |
—|& ollecti
- Establishing connection to the collector ... Ok 48:50:36:3b:4615¢ FIOS-J55R: & |[= PAZ - PSK
Office - New C sk Checking a task parameters for the collector ... Ok
Running the targer task 48:5d:36:b5:00:fa Pretty fly Wifi 1|72 WPA2 - PSK
Transferring data about the flles, that needs to save
° Processing received flles data ... Ok 48:50:36:¢8:3d: 10 FIOS-RZVKE 1 |EEE WPAZ - PSK
00:90 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 Comecto o the ramets device via SoH protocot . 0
+ onnecting to the remate device via SSH protocol .. v —
25 Mar \Wiiting files to the remate device . O 48:5d:36:(7:€0:78 FIOS-12RO5 11 (|69 WPAZ - PSK
Building config fils for sysupgrade .. Ok
Packing config file for sysuparade ... Ok :00:fb Welcome briefly 1|75 WPA2 - PSK
B T speec Wite [P to database . Ok
Sysupgrade preparation ... Ok 50:d4:f7:81:38:df cafeteras 2 -49 mixed WPA/WPA2 - PSK
50 Loading platform data ..
Downloading the firmwara fils for sysupgrada ... Ok HP-Print-C1-Officejet 6600 Open
Formatting ROM/Flash drive.... Ok
Launching the sysupgrads ... Ok
Launched pracess to write iles on the callector _.. Ok
s Waiting for the completion of sysupgrad 3
k3 Spartan 11 WPA2 - PSK
E 20 b0:0c:d1:f6:8b:ed DIRECT-EC-HP Officelet P...| 11 -64 WPA2 - PSK
i c4:12:f5:9c:ac:0c 9CACos 11 -80 mixed WPA/WPA2 - PSK
z s | i Authorization ) ©c:40:d0:88:42:86 | NTGR_VMB_6990418832 | 1 -50 WPA2 - PSK
T ] v IL T
WUVV VI\.J V‘ TW“\/ ' VV Wv f4: :56:da:0e KAJEBEO1 1 =707 | mixed WPA/WPA2 - PSK
0 fa:8f:ca:50:83:2e ANDY CHROMECAST 6 -73 Open
2”5”‘;:, 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 fa:8f:ca:84:04:73 Living Room TV.b 6 -50 Open
Time fa:8f:ca:01:22:b2 home room TV.v 6 -58 Open
M Delay M Loss feiecida:11:30:d9 HudsonHeights53rd 11 =71 | mixed WPA/WPA2 - PSK

@ HELIX"

| close |

[ap| [JHidden

Close

Join

mfo || scan

* Network engineer can evaluate the
quality of tunnels and their subchannels
in real-time, as well as their loading with
useful data payload.

» Capabilities include uploading, saving,
editing, and automatically creating
configuration files for both the servers
HELIX Collectors) and subscriber
devices (HELIX CPE).
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Built-In Loop Protection: HELIX provides built-in modules to protect against |QQDS

Forall | |Events fiter  |+|| Remove Intervalz 22/03/2020| [ - |30/03/2020| [ | Query
D Tunnel ID Date and time Event Information

rriou Iviou ZUZUTUS-£Y US.UL.OF SUD_CIAN_COVTY SULCIETEr O~ Ur T LiTe

F7787 19100 2020-03-29 05:01:55 SUB_CHAN_DOWN Sub-channel 1 - OFFLine

77788 19100 2020-03-29 05:01:55 SUB_CHAN_UP Sub-channel 1 - OnLine

77789 19100 2020-03-29 05:01:55 SUB_CHAN_UP Sub-channel O - OnLine

77798 19100 2020-03-29 19:23:16 LOOP_BEGIN Appeared a loop on the interface ethOp5. pps = 4
77837 19100 2020-03-29 20:41:28 LOOP_END Disappeared a loop on the interface ethOp5. pps =0
77838 19100 2020-03-29 20:44:13 LOOP_BEGIN Appeared a loop on the interface ethOp5. pps =3
77854 19100 2020-03-30 00:42:18 LOOP_END Disappeared a loop on the interface ethOp5. pps =0
77878 19100 2020-03-30 00:45:41 LOOP_BEGIN Appeared a loop on the interface ethOp5. pps =3
77881 19100 2020-03-30 02:29:18 SUB_CHAN_DOWN Sub-channel 1 - OFFLine

77882 19100 2020-03-30 02:29:18 SUB_CHAN_DOWN Sub-channel O - OFFLine

77883 19100 2020-03-30 02:29:18 SUB_CHAN_UP Sub-channel 1 - OnLine

77884 19100 2020-03-30 02:29:19 SUB_CHAN_UP Sub-channel 0 - OnLine

77951 19100 2020-03-30 10:06:36 LOOP_END Disappeared a loop on the interface ethOp5. pps =0
77954 19100 2020-03-30 10:20:03 LCOOP_BEGIN Appeared a loop on the interface ethOp5. pps = 10
77957 19100 2020-03-30 10:33:11 LOOP_END Disappeared a loop on the interface ethOp5. pps =0
78030 19100 2020-03-30 17:59:40 SUB_CHAN_DOWN Sub-channel 0 - OFFLine

78031 19100 2020-03-30 17:59:40 SUB_CHAN_UP Sub-channel O - OnLine

@ HELIX"

Built-in A-Loop Module, which
detects loops in a HELIX
network. | |

Supports both passive and
active loop detection methods.

In the passive method, A-Loop
uses multicast and broadcast
packet counts received.

In the active loop detection
method, A-Loop transmits a
special Ethernet packet of a
certain type every N seconds
and analyzes response
characteristics.

info@helixworld.net | www.helixworld.net
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Last Mile Performance Boost: HELIX can enhance network connectivity to negrest POP

__ _MOBILEUSER

’::\ :  On-Demand, simple L2
ﬂ Yoﬁbe | connectivity to boost last mile
HIX | data connectivity over standard
Mobile ‘ 1 Internet
router 5 5 :
________________ * Reduce latency and packet loss.
____HOMEUSER  Enhance security

Broadband
MSTN tunnel 1

I
A' * Improve bandwidth utilization.

Home '
WiFi m :
I

I

I

I

Lb = = —= = =5 05 05 =5 5 =5 = = = — d

INTERNET
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Multi-industry solutions with HELIX Autonomus System

« HELIX for VOIP
| e or

HELIX Cloud HELIX TS C HELIX for IOT

Home router

e HELIX for Healthcare
HELIX Mobile router

Mobile user L

ZIS
9=
 HELIX for Transport Networks

79))
oy,

HELIX TM : ) i
Local office router e HELIX for Financial Services

— * HELIX for Educational Institutions

Za

— §§§ « HELIX for Public Networks
eagHELIX GX X * HELIX for Media Networks
eadquarters gateway Regional office router

Learn more about the different applications of HELIX solutions: https://helixnetwork.world/solutions/
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HELIX

HeliX World UAB

Igor Yartsev
iyp@helixworld.net

Vadym Levkovets
levkovetsv@helixworld.net

Thank you!
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